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Oe EGRET SECURITY. 
ΙΕ ΞΕ ἜΝ FOR COMMITTEES 


11 March 1977 


| ae, 
“Chief, Africa Division | ee 


MEMORANDUM FOR: 


Chief, Europe Division 


Chief, Near East Division 


; | : Chiet, Soviet/7East Européan Division 
FROM Ὁ : | | 
0/SA/DO/0 
SUBJECT . : Guidelines for Providing Information 


to the House Appropriations Committee 
Surveys and Investigations Staff 
Concerning Foreign Intelligence and 
Security Services 


1. Since members of ‘the 581 Staff will be 
talking with your Divisions in the near. future, 
it may be worthwhile to review the guidelines as 
to what may be said concerning relationships with 


foreign liaison services. In the broad sense, 
liaison services constitute both a source and a 
method. 


2. We are prepared to discuss the following: 


a. The identification and responsibili- 
ties of the liaison services.ina particular 
area to the extent that we can draw on 
sources other than information derived through 
the established liaison relationship, i.e. 
overt information| 
which will not endanger the source. 


b. In further describing the liaison 
services, we can provide information on the. 
objectives, key personnel, strength, budget 
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and methods of operations of services, provided 
that, such data will be drawn from open sources 


‘arrangements with the services themselves. 


c. Agency manhours and funds devoted τὸ 
liaison with the foreign services. 


d. In the case of SIGINT liaison, further 
details on such arrangements, including the 
scope of funds and equipment provided . ‘to such 
εὐ ἡ services. 


d. We are prepared to provide general 
comments on the degree of operational coopera- 
-tion with the Station. If technical support, 
for example, provides a useful input, we can 
state that the liaison service provides 
technical support, using a qualifying adjective 
to define, such as excellent, limited, etc. 


3. We have no objection to the provision of 
foreign intelligence reports based on liaison with 


'such services. Source descriptions should be those 


used in the disseminated report: 


4. We will not make avariabie details on 
liaison arrangements, information on sources and 


. methods of such services which have been obtained 


through liaison or jointly controlled sources or 
other information which would reveal Agency sources 
and methods or violate the trust on which the 
official liaison relationship is based. 


5. The 8581 Staff approves close liaison 
relationships and believes that these relationships 
are cost effective. 


0/SA/DO/0 | kaw (1542) 


Distribution 
Original - C/AF 
' 1 - C/EUR 
1 - C/NE 
1 - C/SE 
2 - SA/DO/O 


“SECRET 


and not from details of liaison - 
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a . Guidelines for Providing Information 
to Congressional Oversight Committees on 
Foreign Intelligence and Security Services 

These δ δ θεν wake into account ee er 
foreign intelligence and security. services, when acting 
in connection with the Agency's official liaison with 
them, constitute both a source and a method and thus 
require the statutory protection accorded any other 
intelligence source or method. The guidelines also 
recognize that the duly constituted oversight bodies of 
the Congress have expressed an interest in such services 
τ in the general scope, nature and extent of the Agency's 
ἐπὴν ες with them. The purirose of these guidelines 
is to provide a formula for dealing with these two 

τς sometimes conflicting objectives. 

The Agency is prepared to provide, upon specific 
request, appropriately classified and sanitized information 
to oversight committees on the following aspects of 
foreign intelligence awd: SeCur ity services: 

a. the identification of the governments with 
whose services CIA has liaison ΤΠ | 

b. Agency man hours and funds devoted to 
liaison with foreign SCrvices;’,— 


c. In the case of SIGINT liaison, further 


details on such arrangements, including the scope of 


funds and equipment provided to such foreign services; 


d. Information on the objectives, key personnel, 


strength, budget and methods of operation of such services, 


provided that such data will be drawn from open sources | 


| | and not from the details of liaison 


arrangements with the services themselves; 


e. Where relevant, foreign intelligence reports 
based on liaison with such services. 

7 . The Agency will not make. available to the oversight 
conmittees the details of liaison arrangements with 
foreign. services, information on sources and methods of ., 
such services obtained tinfougit liaison or jointly 
controlled sources, or other information which would 

Δα Agency sources or methods or violate the trust on 
which. these official liaison relationships is necessarily 
based. | 

In the event of substantial allegations of improper 
activities conducted by foreign intelligence or security 
services with which the Agency is presumed to maintain: 
liaison, every effort will be made to provide all relevant 
facts which bear on such allegations. Where this would 
involve departure from the above guidelines, the Director 
will be prepared to meet with the Chairman or Vice-Chairman 
of elie committee to seek a satisfactory resolution of such 


problems. . | ἐς 


ἶ ' ᾿ Spin 
| | CR ΚΟΣΉ 
ἱ αὐ νν ὦ 


13-00000 , i, 


HSC WAT Fol | 


_ ἘΠ oc eee oe 
24 July 1975" 
: = curt / y 
ΩΝ “σὸς 
MEMORANDUM FOR THE RECORD | 
Mr.. Colby,| jand Mr. Knoche met with 


Chairman Otis Pike at 9:30, 7/24 in Chairman Pike's office 
to discuss groundrules, etc. for the House Select Committee 
on Intelligence. 


Mr. Colby left the following material with Pike: 


1, 16 June 1975 Letter to the Honorable Elmer B. Staats” 
Comptroller General of the United States, Signed by 
Mr. Colby. The letter deals with the GAO's audit 
of the Central Intelligence Agency. (Attached) . 


2. Guide to Central Intelligence Agency Statutes and Law 
dated September 1970 (without the Ryan Amendment 
on Foreign eee nites in epee 


παν eoets earn nn al 


3, Three Groudrules papers: (Attached) 7 τ -ς 
--Agreements To Be ws ca the DCI With Chairmen \, 
of the Select Committees 


a 


--Secrecy Agreement 


“ - =-Guides for Protection of Classified Information 
co ae ἜΠΗ Documents ἘΘΞΒΊΕΗΘΘ, pane Select  bimaitreee 

Ι - Η ᾿ πε raed Se 

4 4, lL March 1975 1 Teter a Colby to Senator Church. 

ἢ (Attached) 


en anaes iolmcorsananamesdiine ania ands ταρσοοσφσν ρατρνασσσσσνας παεσοτηεέίσασε τ πητπππκεσπο ποτ στπτεησασμνοντε,. τ -αατρο: πστττατο τητασαστιτεστοναπτητσοινν ατστν πρποπσσγπον 


SECRET 


Checklist for DCI Discussion with HSC 


. : ? ᾿ 
Your intent to be eospersnve and forthcoming. 


Your responsibility to patent S&M, wilh need ἘΞῸ understanding ᾿ 


of ἘΠ ΒΒΒΕΥ sensitive matters: , 
--names οὗ agents.and ϑουσοθβ.. ᾿ 


--names of cooperating American organizations and 
contacts to whom we have pledged confidentiality. 


--material from foreign liaison. 


~-sensitive intelligence methods and techniques of collection. 


will need to work out segurity ge eundsulee: 


| ~-Ghairman of USIB Security Committee and ΟἿΑ Director 


of Security available to help work out custodial arrangements, 
compartmented clearances, etc. 
: , = ὁ Sn, ; ak 

Importance of secrecy agreements. Your willingness to ‘suspend 
them to peset testimony by current and exnetnployses: 


Will ‘confirm with a letter and an 1 employee bulletin which 


can be used by HSC in dealing with Agency witnesses and 
interviews. . x , , 


as * 3 


24 July 1975 


declassification schadule of ΕΟ. 11652 
exemption schedule SB (1), (2), (9) 
Automaticalty declassified on 
Date impossible ta Determine 


SECRET 
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“AGREEMENTS TO BE SOUGHT BY THE DCI WITH 
CHAIRMEN OF THE SELECT COMMITTEES 


᾿ ᾿ as ‘It would Bs desirable if the DCI could secure 2 agréement 
with the Chairmen of the Select Committees, as has been customary 
‘in. other ‘Gongressional proceecinge regarding | sensitive poner es that: 


᾿ fa). ‘Departments’ and agencies shall awe ihe right | 
to ‘request that testimony be givepionly in executive session, . 
‘that in some instances testimony be’ "“off-the-record" and - 
that certain testimony be heard only by members and in 
‘some cases # only By ane: Chairman and Vice Spain ra aaa 2 
ae here ay witssases be. afforded am para ΞΕ aire to review . 
i and. comanent on and/or correct the record of their eee: 
caus to any pret of it. Seo 
te When que ΑΕ ΘΕΙ͂Ε deat intelligence giatters: that 
ν. “eome under the purview of another organization, witnesses. 
. should be permitted tg state that a response to the question ~ 
ΝΣ ~~.-+ ας ὅθ not properly within their authority and to respectfully © Ὅλ 
"| suggest that the appropriate si be called hea abies on 
ΜΝ ἱ Sach ana ΘΕΆ. ee i 
, 25 tt would ‘also be desirable if the DCI «οὐᾶς secure agreement 
“swith the Chairmen of the Select Committees that those agencies cf Bs 
εὐ furnishing documerits to the committees be-authorized to excise from 
_, those documents, prior to presentation, the names of their personnel 
wae “under cover or whose personal safety might be jeopardized as wellas — 
“os τοῖν those of other individuals whose safety or individual privacy. may be 
- jeopardized by disclosuré. Also excised. should be names of sources, 
operations, specific details of technical devices and systems main- 
. tained in compartmented channels and names of of Eenizations 
cooper sine ona MERI confidential basis. : be 


3. Ins view of their dusespabaiey to fatten countermeasures, 
it would be desirable if the DCI could obtain agreement.with the : 
Chairmen of the Select Committees not to require presentation of details 


13-00000 , ᾿ 


of the technology of the technical. collection programs. . It would also 
be desirable if the Select Committees adopted the use of Compart- 
mented Control'Systems to’ protect documents on these programs 
‘and cleared only those staff personnel with an absolute need-to-know. 
The xesponsible departments and agencies would be glad to advise. 
and assist in ‘any arrangements the Chairmen would desire in this 


« 


semper enetted area. sis 7 Ἢ Le a oe 


2 he Parther,! it eonld be acsivibte if the: Der attempt ‘Be 

: secure an. agreement with the Chairmen, δ Ὲ the Select Committees Ἢ 
. that they will entertain and consider security principles ang guide— 

" Hines which will be peiees:: πο det 
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SECRECY AGREEMENT ς- 1’. 


ae Oe Ὺ ἐν ee in accepting employment. 


- or assignment with the Select Committee to Study Governmental 
Operations with Respect to Intelligence Activities, recognize the 

- Special trust and confidence placed in me to protect classified antoE > ᾿ 

: mation from pata δν ἀνώ disclosure. 


7 ‘ 3 {hereby agree to oe the estas οΡΙ ραίτοσι. set forth. 

iL-. . °. below.as a condition precedent of my employment or assignment with. . 

οἰ the Select Committee to Study Governmental Operations with Respect 
to Intelligence Activities, established by the Senate of the United 
"States, Resolution 21, agreed to on January 27, 1215; hereinafter 
_ referred to as the Select COs EE: . 


= 


ἀεὶ is my under sending that i in the course of my dex ioyiaen 
OF ‘assignment with the Select Committee I will be given access to 
information from departments and agencies of the Government which 

is classified in accordance with the statidards set forth in Executive 
| Order. 11652 of March 8, 1972, as amended, All classified information 
50 acquired by me in the course of my employment remains the 
property of the United States of America and I further agree to 

_ surrender upon demand by the Chairman of the Select Committee 

- ‘or his designee(s) or upon my separation from the Select Committee, 

any classified material. which‘thas come into my possessionasa - ᾿ 
result of my employment or as sigument with she Select Committee. 

I hereby agree that the burdént is.on me to dstesmibe if 
inforrnation i is classified and that I will never divulge, publish or 
reveal by word, writing, conduct or otherwise any classified 

᾿ information which has come to my knowledge as a result of my 
‘employment or assignment with the Select Committee without prior 
written consent of the Chairman or the President of ἐπ Senate or 
their duly authorized NEpTCeenahye: : - 
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I hereby agree that any information learned during my 
employment or assignment with the Select Committee which is related © 
to intelligence and prepared for publication by me will be submitted ἕο, 
the Chairman or the President of the Senate or their duly authorized 
representative prior to discussing with or showing to any publisher, 

. editor or literary agent for the purpose of determining whether said 
_ material contains any classified information as defined in Executive 
» Order 11652. I agree that the Chairmah of the Select Committee, 
_ + President of the Senate or their duly authorized representative has. 
~ the authority to make the final determination as to whether information 
‘ reds Classified and thus should be deleted falco the material submitted. 


ἘΝ have been infoxmed of the provisions ‘or 18 U.S. c. 193, 794, 
᾿ 798 and 952; and 50 U;S.C. 783 (b); and 42 U.S.C. 2274; and Executive ἡ 
. Order.11652, all of which relate to the protection of classified infor-— 
7 mation, and understand their meaning. ΠΝ - : 
Further, z agree to: abide by. such rules and procedures as the 
ae Select Committee shall institute for the protection of classified material. 
ocr ~~ Dunderstand that any breach of any part of the obligations in this agree- 
πο jment could Peet me to legal. and/ or. Sond Sete action. ee ee 


a furthes agree ‘that all the conditions and ΕἸ ΤΕ: ΤᾺΞ impo sed 
on ‘me with respect.to the protection of classified information by this 
: agreement and applicable security regulations apply during my employ- 
me oc. mentor aesignment and continue after ober ΤΘΙΣΗΘΕΒΟΙΒ has terminated. 


. δ eke the ΕΠ ΤΕ set forth sbave freely and without ia 
“mental reservations or purpose of evasion. 


έτος ὁ a: δος ᾿ ΕΣ ον ὑὸς σ΄ ἀν. Ὃς ας 
ὸ ᾿ ᾿ see ee φῦ αὐ ρον ρα, 


a τ πον 


ς Signature 


ete Sd Date ει 
. WITNESS: ἐμοῦ ae 


- Signature 


Date . 


One ὅτ 0ὺὕῷ0ῳψ00..0ὺὔὄςὄὯδτὖὔτ λ:τὔὖὔὖνν».--.---- τ ὃὕὌὺῪὦἄᾧὦὉὄὦἅ01τ..-.ὕΧὉ.----------.. 0 00 Ὑ’ῖν 


nn 
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. GUIDES FOR PROTECTION OF CLASSIFIED INFORMATION 
ΠΑΝ. DOCUMENTS FURNISHED THE SELECT COMMITTEES 


Clearances (3% τ 0 Ce eae 


Personnel Securi 


It would be de sirable for the Select Corndmitteces to ν᾿ ΤΕΟΥ οὶ 


that no staff personnel is to be given access to any classified material, 
. testimony or.informatidn received or generated by the committees. - 


without prior receipt of a cea eleeeeneet: based ona 6. field 


pve ne 6.88. ee ey ua pe ci Ca RS sate 
me ον Ι er er τ΄“ τονε ee ee 
(b) Secrecy Agreement _ πον κι τ 
a . . μὰ ' Ξ ᾿ εἶ 


It ould be desirable for the Select, δασοξέεθες to: require 2 a 
signed secrecy agreement of employees or individuals assigned to 


the ΞΘΤΘΞΟ ΕΘ ent staffs. ἘΠΕ Aer cement should include ΒΕΘΥΓΒΙΘΒΕ: 


“ : - 
1) That geceptante of committee secrecy regulations 
is a.condition ΒΞ ececent of baa oa cae or bce cares . 


. 2) Bacopnteide US. Government property rights to 
clas sified information; 
+ 
3) Requiring prior written wonwent netire divulgence 
6: olassified paloma Hoe: ; - 


4) For recognition that breach of the secrecy rules 
and obligations contained in the agreement could subject | 
the signer to administrative and/ or legal action under 


δρρσορσίδξε statutes; τὰ τε Ce 3 ope tet a a? SESE, oie, 


5) That there is no time limit on the terms of the 
BER CSMIENTS 
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z: Phy sical and Document Security Preis ee 


A - The Select ἜΤ should ΞΡ ἜΣ to insure hae the 
| secrecy of any sensitive information received or generated by it be 
-. preserved, These rules should be made known to the individuals. - 
Ἶ and agencies who will be called.upon to present testimony οὐ. eee ee 
. materials. Among. these should be cee Το and τ uae 
document pec oie ae ΤΟΝ ἌΝΩ 


fa) = ΠΡ Security pis ἢ : oo ὩΣ τος aa a Pod δ, ᾿ 


tt sould be decivabic if the δοιδοῖ Committees adept the following 
rules related to paercel eee : - τ δ , 


τ a oe tee 


: Dv All οἰαβϑι δὰ material will be mere in. ae for 
aoe oes safekeeping i in the registry of the Joint Committee on Atomic ; 
u_.. ΤΠ ἢ Kmergy or similar facility and handled in accordance with i 

a “ik. the seavetions of ὙΠΙΒΟΣ ΒΕΊΒΕΣΥ for pineetiee material.  . 


©; eX, Ae ἐπ 2). Twenty four -hour gua ard ΡΈΕΙ παρ εϊ ἀρῆς δά 
by anti-intrusion. RISERS should be a as on the Biro ES 
ao areas - j . 


wr fog μἢ 
oe νον ae ἢ τ νιν - 


*.3) Areas selected for use in closed session should 
ὯΝ ‘be par eee ΞΕ τις alee by ΒΒ ΠΟΈΣ ed persone: 
23 AY “The committees should « arrange for the congue of ; 
τῳ audio countermeasures to preclude the possibility of 
“+ unauthorized use-of transrnitters and/or recording devices. . 

It should be noted that a foreign clandestine transmitter was 

‘located in the pa House ONES Bullaing on +8 ees 

1973. . ὁ ᾿ ὍΣ ; ΚΣ 


5) At the end of each session of the Select Committees, 
the hearing room should be examined by a cleared staff: | 
.  . Officer who will secure any ratsplaced.< ΕΙΒΒΕΙΒΕα material 
Sy or waste.. 
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6) Areas cuoutd be designated in ΠΕ dlewaitted 
material can be reviewed. These arcas should be secure 
against access by unauthorized personnel. Material should 
not be removed: from these areas for the sake of conveniente ἢ 
except when necessary for the work of the committees. and 


i should, not-be,transported overnight to the other ‘or Pesidenes:, 
“οὗ peesonael of the committees. τ ἐπ πὰ 


a (b) Document Security” ee ᾿ τὰ ΟΠ οι " 


ς . 2) Committees should select and identity 8. single 
ἊΣ ᾿ Ἰδοβέσα and specific personnel authorized to sign acknow- 
το ΤΣ Στὸ ledgement of receipt of clas sified materials prowides to 
τιν, the committees. τ πες τ ee ieee oe fee ae 


oe 2) Α΄ "ν of Abctenent er should be establishea 
ee eee control of glassified documents to provide for 
accountability. ee στ a ee 


yeas oe. 


a eos, a 4. ; ὡς ἢ potent a gee de” Ne ae a eas ee 2 

᾿ 3) ‘Duplic ation cf documents should be controlled so 

 '.as to require a record of the dogument. reproduced, the 

τὴν number of copies reproduced and the custodian or receiving 
personnel. Reproduced classified documents should be 

eubject to ae: same SORE OEs 2s the original, 


ee 


4). Appropriate Saran genents should Be: made tox 
si the de piruction of classified waste. 


maa: yi 


- 5B) Transcripts. The committees Should give © 
consideration to the necessity of providing appropriate _ ae ἃ 
. security in the transcription of testimony by cormmittee ee es 
transcribers. The committees may desire to charge each 
agency presenting testimony with this responsibility. In 
some, if not all cases, this might include escort of 
materials to the place of transcription, the securing of ᾿ 
“ carbons, waste and notes and the return of the transcribed . 
. testimony to the committee for safekeeping in accordance 
. with committce rules. 
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3. Com artmented Jnformation. meee 


“ 6) Early agreement should be reached on the 
‘disposition of classified materials such as storage 
under seal in the National Archives. The question of 

access should be determined by. the President of the 


‘Senate or. the Speaker of the House. cee ae 2 ζ, 


‘There i is. some’ ‘extremely. sensitive infoxmation in: nthe inteuieence 
‘community which is dis seminated only to those who have a very strict 
“need to know" in order to build, perfect, operate.or handle the 


τ ‘material produced by extremely sensitive: foreign: intelligence collection 


“programs... The sensitivity of these programs rests upon the vulner- 


. ability to countermeasures which a foreign government could easily 
' Justitute. if.details. of the means of collection, became known. Thus, 


_.even individuals cleared for Top Secret information do not have access — 
to compartmented information unless they are required to have such 


i: knowledge in. the performance of their duties. This information is 


handled in Compartmented Control Systems. It would be desirable . 


if the Chairmen would adopt the Compartmented Control Systems on 


these extremely sensitive collection efforts and clear only those 


* staff personnel with an absolute "need to know” about such systems, 


τ and that documents related to such systems: be handled in a compart-_ 


a. Securit Officer ae’ Se ms aa “ἃ 


mented fashion by the Select Committee. The responsible departments 


. and agencies would be glad to advise and assist in any. arrangements. 


the. Chairmen ΟΣ desi in this semper peated area, τ ἢ δι 


It would be dasirable if the committees appointed a security 
officer with the responsibility of discharging the security rules adopted 
by the committee and of serving as a point of contact with the depart- 
ments and agencies of interest to the committee. It would also be 
desirable if the committee rules required each agency of interest to 
identify a single point of contact to facilitate Prova sson® of ἐερυτυν 


support required by the committee. μὴ 


sae Comms aot 


faSHINGTON, D.C. 20505 


᾿ CaP ᾿ ᾿ ΜΝ Ἢ Ἐν 16 JUN 1975 


Honorable Ἑ Elmer B. “Staats: a 
Comptroller Generai of the United States ns af Boe ἘΝῚ . 
_ General Accounting Office soe. FY Ἢ ρος νον χοὸς 
᾿Α41] (αὶ δίσεε" : Mee a το ἃ ἐὰν ate τὸ τ 
" Washington, Ὁ, Cc. © 20548 ΟΝ ἫΝ Sa a, 


Dear Mr. Siaats: 
: * 4 tes ἢ 2 ; 
i ΚΞ’ My attention _— been divectad toa eh Mr. Keller, ἀεδεα 
᾿ς Accounting Office, te the Honorable William Proxmire dated May 10, 1974, 
τς. which was > placed i in the Congressional Record. by Senator Proxmire on |.’ Ca ake AS 
ae > ebruary 11, 1975.- The-letter deals with the intelligence community and «2.10 ΡΟ 
‘ub: >. reviews the General: “Accounting Office's: right to: audit and. obra information <tc 
ἊΝ from the Central ietelieence ἌθΕρΕΥ.. "ΑΝ ο΄ ΡΠ 5. ἜΣ 


aes πὶ ety τῶν or gees : 
- ἊΝ ἘἸΡΡΙΝ ας “ον sas Le ecto a Ὁ 


hs: nasser as Mr ς Keller has feated a ἀρ Ξε basic to this Rooney 5 
ΕἼ αν to carry out work mandated by Congress, I believe it would serve 

οὐ @usefal purpose to review some of the background concerning the use of 

5 confidential funds one πεῖν 7 eatonsisy to the audit of CIA over the vests: 


ee ies Mr. Keller notes in his letterthat there are "a fairly sabstontiat number 
τς of instances where expenditures are accounted for solely upon a certification . 
ἐμὰ by the head of the department or establishment involved." The need is clear 
τὶ in the case of this Agency. The necessity to safeguard certain truly vital 
| foreign intelligence secrets has been recognized by the Congress in its 
. direction to the Director of Central Intelligence-to protect intelligence sources 
_ and metheds from unauthorized disclosure.’ This responsibility was complemented 
'. by authorizing certain expenditures "for objects of a confidential, extraordinary, 
τς or emergency nature," to be accounted for solely on the certificate of the Director 
of Central Intelligence. Such expenditures would apply, for example, toa 
secret agent operating abroad in.a hostile climate whose identity nrust be pro-- © 
tected not.only so that he can continue supplying the intelligence involved, but 
5159 because his freedomrrand.on hike ct 815 life--weighs i in ‘ne balance. |. eae 
ge | FI ng 6 
“Other inpanigaace, activities do net hove such ἘἘΒΑῚ gece vequiva= eee 
ments, but are, nonetheless, within the sources and methods concept. Liaison os 
with foreign intelligence and security agencies is extremely important in fields of _ 
both positive intelligence and counterintelligence. Such liaisons to be effective 
depend on the confidence of each service that the other will protect not only the 
mere fact of the relationships, but also its‘sources and methods and sensitive 
information. Compromise of any of these brings not only protests from the foreign 
liaison service, but i in some cases a lessening or even cessation of its cooperation . 


- 


eens" eae Oe aa εν 


φὰς» 
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‘Even overt activities | ave ee own ΕἸΥΡΕ ΣΤ ἘΝ pr Spies ‘Thus, 1 many U. 5. 
ἱ citizens and others are willing to provide sensitive information to overt iaelisgened ᾿ 
oe units ΘΈΣΙ on condition iat their coopersGen in this mespect is absolutely protacted - 


: agen TET EL τὐττς : 
: This need for the special protection of iataligence sources and methods has 
been well recognized by officials in the executive, judicial, and legislative | 
branches of our Government. Mr. Lindsay C. Warren, then Comptroller General ° 
᾿ Of the United States, in a letter dated March 12, 1948, to the Director, Bureau of | 
the Budget,” addressed the provision granting the Director of Central Intelligence 
the power to certify the expenditure of confidential funds by stating that while it 
provided "for the granting of much wider authority than I’ would ordinarily ο΄. 
recommend for Government agencies, generally; the purposes sought to be 
_ obtained in the establishment of the Central. Intelligence. Agency are believed to: 
“Ὁ bé of such paramount importance as to justify the extraordinary measures pro- 
᾿ posed therein." He went on to:say that the "necessity for secrecy in such matters 
... is apparent and the Congress apparently recognized this fully in that it provided | 
i-:j2 1dn. section. 102(d).(3) of Public Law: 253, that the Director ‘of Central Intelligence Fea 
= ‘shalk- be ‘Yesponsible. for. protecting intelligence: sources and methods from. ἡ eas ae eee 
ἃς unauthorized, disclosure." - Under these conditions; he Stated; aT do-riot feel 
oe Peon to eblert to the propessis: advanced. pare ee ee ee 


τ ΤΟΥ τῶν oa ae ὡς : . 
». ἢ ΧΡ ἀν ΩΣ ce: ᾿ς οἱ ΔῈ ten Soe 
Sate aan eee ΕΝ «τς aed, sh τὸ esis was ὋΣ 


᾿ “Tt has been aa it remains. ‘the Galicy. of CIA to ately upon vouchered funds 
wherever possible. (Vouchered furids are those which can be accounted for and - 
τ audited in conformance with the laws that apply to other Government agencies. 
. + and with standard Government regylations and procedures.) Currently more τὸ 
το + ---.. than half of the Agency's appropriations are disbursed as vouchered funds, 
πο τος The confidential funds certification authority referred to by Mr. Warren in his. 
“. March 12, 1948. letter is reserved for rebjectse of a confidential, ge nee 
or emergency nature." . Ν τς γτρ 


as - 


: From the ἽΝ ἈΠῸ ‘of CIA ΠΕ ἢ foe ait'vouchered fund erpeadinices 
_ | were made available to and were subject to a voucher audit by the GAO. Use of 
| the voucher audit procedure allowed the GAO to examine expenditure and 
ae collection. vouchers and related documents to determine whether expenditures 

᾿ς were made'legally and solely for the objects for which appropriations were made. 
Use of the voucher audit procedure also allowed CIA to protect those activities of _ 
. 8 confidential, ea cor einary or p Gmier gency. Bees i.e., entelneence sources. 

2. =< methods. ey eee χήξε 3 Ἢ ΟΣ ΠΣ {Ἐπ ΟΠ fe Nae te vs Peat a ἐδ τς, 


: Wegear ches swe ‘audit approach," aad eaieed with the CIA Sukcammitige ¢ of the “Ὁ 

_ House Armed Services Committee the desirability of an expanded audit of Agen 

’ activities. The Comptroller General stated by letter dated May 29, 1959 to 

. Subcommittee Chairman Kilday that he did "not recommend any change in section 10 
(now section 8) of the Central Intelligence Act" and that "any broadening of our 
audit See should not include an evaluation of the spteligence activities of 

the ss tae at 


Pao: 


13-00000 : 


activities of the Iitelligence Component, but such reviews, in our opinion; will ; nok 


_7:* ave necessary, I believe, for. the proper protection of its intelligence activities 

τς 7.and shéuld be maintained.” ‘The Chairman agreed, however, that in view of: -+, 

προς τ the Comptroller General's opinion that a continued audit was not a worthwhile πότον ~ 
τς effort, GAO might withdraw from further audit activities 3 in the eae 1 Intelligence 


᾿ Mr.’Allen Dulles, εἰ Director of Central qu iciipene > eeeesd ie that GAO. 
should expand its current audit activities in a letter to the Comptroller dated 
October 16, 1959, cautioning, however, that the comprehensive audit would have- 


to be limited so as to remain outside the area of sensitive security operations for 


ay which. by law the Director’ 8 certificate must be deemed a sufficient ὑθυθθξει me 


ἧς The ceaalis of the trial. weried of comprehensive ΠΡ δα 1959 to 1961 


' were made known to the CIA Subcommittee in a letter of May 16, 1961 from the 
: Comptroller General in which he said the.GAO planned to discontinue the audit 
of CIA activities. He acknowledged that various steps were taken by the CIA "to _ 


place the General Accounting Office in a position to make a comprehensive audit 
of the overt activities of CIA." Nevertheless, he stated that GAO "cannot effectively 


_ review and evaluate activities of the Support Component because the confidential 
_and overt activities. of this component are integrpted to such an extent that we 


cannot make reasonably comprehensive audits." He further stated "we have Been oe 


τ given sufficient access to make reasonably comprehensive reviews of the overt seit: 


ifn ote 
- 


"ρ΄. 


be productive'of significant evaluations because we cannot feasibly evaluate the - ee 
. Ὁ extent to which needed overt information is available for collection or’ determine πὸ 
το the need for the intelligence inforniation selected for collation and use in the pros” + 

- duction of intelligence reports.". In short, the Comptroller General was recognizing 


the conflict between the philosophy underlying a "comprehensive audit approach”. 


‘and the Director's aaa responsibility and opine to οὐρα Ὁ pier ache 
‘sources and methods. ; 7 ὌΝ EAS 8 Sh Arak ghee eek? 


eae Both the Bicease or Chai¥inan Vinson. of the House Coimiisease on ahead. 


Services, ‘requested that the Compfroller General continue to audit Agency affairs 
' ona limited basis, but after another trial period the Comptroller General reiterated © 
‘his earlier view. In a letter to Chairman Vinson dated June 21, 1962, tHe Comptrolle: 
_ .General stated his belief that for maximum effectiveness "it would be necessary | 
’ for our GAO audit staff to have nearly completé access to CIA activities;"and =~ 
' that even to _perform reasonably comprehensivé reviews would require "complete . 


access to the administrative activities ... that.are performed in ΞΌΒΡΟΣΕ of pore 
sensitive and nonsensitive operations of CIA. " bs gg 
τ 4 Ὁ Ἐν, Vinson replied to the Comptroller Genecal c on α τῶν 18, “1962, 
stating that, "the restrictions you met within the Central Intelligence Agency - gee 


Agency. 


“In summary, I believe that scree: points are » deserving of emphasis i in 
ΕΠΡ πὰς the nature and history of GAO's audit activities with peepect to this 


pa: i a ae ἣν eee 


ἔϑῃς- 
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* (a) CIA cooper... d fully in all respects in ee 
administrative support and in granting security clearances 5 
_ and access to information related to wouchered fund ectivines .. 


ον (b) The Chairman of the interested auercione: commitne 
᾿ ip the House of Representatives was ΤΆΣ informed of the nature | 
ahd status of the echivity: 


ΟῚ ‘This Agency. eet GAO to ον aa ἊΣ 
continue to conduct its activities consistent with the operational 
᾿ and statutory requirements imposed upeH this Agency. ᾿ | 
᾿ς (a). The decision. to discontinue: the aye activities. ee ee 
..° ‘was made solely by.GAO and was approved? by the Chairman " 
.. Of the House Axmed a Serr ices price a ee ae ee ἐν 


ἢ ἀν τὰν το τ ἂς ome 
Zoot . “. he 
τω : igi 
: eee mt ons 
mie ὩΣ : πόνος, 

. «ὦ Η 
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Distribution: ta ne Ct a eset Se hide ὦ APOE SOs AED nd haa eee ν᾿ 
ae Addressee a tg YS EN ee fe a Se ee a ae aa 
he “σα ᾿ς: gE ee Sosy ao aie eee a cg tae, 
ns ἃ: Compt BO atte (URE ic, 4 σι το οι 
1-O0S. | πὰ τα i wey (ete eee 
ον 1 = OLC Subject (GAO).,.w/bagic; 3 Ἐπ νὰ 
ee a OLC Proxmire file: - νυ νιν 
a t-.-}' =< OLC Chrono - ἣν ee ae ec ees τς 
_ OLG: “ΕΣ ΤΕ (3 Τὰ 8 75) ποῦν οὐκ, δι. 5 i. 


᾿ 
| 


. The Honorable Otis G. Pike, Chairman -. 
Select. Committee on Intelligence 
House of Representatives | : ' ζ 

᾿ Washington, ἢ... ς. 2087? τς 


Dear Mr. Chairman: 


oe bY species com artmentation 5 Seen BP a τὰς, eas οὐθας 


on DIRECTOR OF CENTRAL INTELLIGENC ay 
“WASHINGTON, D.C. 20505 ὃ 


In our: conversation on 1 Friday you asked ‘for the stecutory: 


ΤΩΣ basds for the compartmentation principle. I wish first to 


respond to your inquiry and then suggest a manner: in which your ... 
staff can receive access to the sensitive material pEcrecced 


The current ‘basis: for the U.S. Government eecactey: 


οὖς Classification system is Executive Order 11652, promulzated - | 
-- ..,0n 8 March 1972. Historically, foreign. intelligence. has 
“i. been treated as. one category of classified national. security 
ovr, information. — There are numerous. statutory recognitions of 
τς the importance of national security information, e.g., the — 2? 
... Freedom of Information Act... Consequently, much foreign. εὐ 

- intelligence is classified CONPIDENTIAL, SECRFT or TOP. 
- SECRET according to. specifications set forth in-the Order. 

τς Nottall foreign intelligence, however, is classified national 
security information under the provisions of the Executive 

_ Order (e.g., an American: source providing foreign information 
"ΟΥ̓ assistance). Also, the potential risks attendant with 
ΠΡ the compromise of a foreign intelligence. source or method 
‘differ substantially from: the risks attendant ure much 


classified | defense information. 


“Bection 102 (d) (3) ‘of the tational Gacuriey Act of 1947, 


_as amended, provides: "That the Director of Central Intel-— 
‘ligence shall be responsible for protecting intelligence 


sources and methods from unauthorized disclosure:"" In 

reccgnition of this responsibility, National Security 

Council Intelligence Directive No. 1 (17 February 1972) 

instructs the Director of Central Intelligence to, . 
",..-develop and review security standards and practices-as 

they relate to the protection of intelligence and of . 

intelligence sources and methods from unauthorized disclosure.” 
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ον > 
Since the. National Security het ‘aia not provide for” an authority 
_ corresponding with the DCI's responsibility in this area,. ner 
the Directive provides that the Members of the U.S. Intelligence - 
Board are responsible for: "The supervision of the dissemination τ 
and security of intelligence material."’ The Director of Central 
- Intelligence, acting with the advice of the U.S. Intelligence 
Board, has promulgated a-number of directives, regulations 
and security: manuals.,.:related to the protection of foreign 
* . intelligence and foreign: intelligence sources and methods, are 
- and applicable to. the overall. Ue S. papeettecice community. rss 


too ὁ The: fundamental. ‘security: principle involved. in the pro-. 
: “tection of foreign intelligence and. of its sources .and. methods. . 
as a-strict application of "need to know" --a principle : 
ΟΣ veferred to in: Exectitive Order 11652, Section 6(A).. This © 
. applies the simple mathematical premise that the fewer the 
~ number of individuals’ made- privy to a secret, the less likely 
that it will be disclosed... The security principle of me 
“compartmentation" involving. special access and information 
‘dissemination controls.is designed to ensure that only those.” 
individuals whose "need to know" has been specifically CSAS. 
-approved by some higher authority, who have been specially | 
‘indoctrinated, and who.undertake ‘special commitments to ~ 
‘protect. it are provided acéess to a particularly- sensitive 
category of foreign intelligence sources and. methods. | ᾿ 
Compartmentation assists in the application of the "need- Ἔδει 
know" principle by ensuring that individuals are. provided. 
τ access to only that information ciserty eanenciat to the 
Ὁ ta ha aera of their σας με τὸ Se in a8 


tant Compartmentation was undoubtedly a major contributing 
vil Spector involved in the nation's secret development. of ‘the 

. atomic bomb during World War II, and the principle is still 
-. implicit in security procedures related to ERDA’s "RESTRICTED ᾿ 

DATA" as reflected in the Atomic Energy Act of 1954. In the © 
field of U.S. foreign intelligence activities, compartmentation - 
_.was practiced throughout the development and operation of the 
U-2 reconnaissance program. One of the major foreign ἜΝ 
πὰ intelligence categories of activities using formalized com- 
. partmentation procedures today involves the matter of 

' foreign signals intercept for intelligence purposes, i.e., 
“communications intelligence. Title 18 of the U.S. Code 
Section 798 recognizes the special character of this | 
material by providing specifically for prosecution for the 
unauthorized disclosure. of information concerning any 
‘communications activities of the Parker States | without the 
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necessity to show intent ‘to ee the United : States.” The | 

reason for. the application of strict compartmentation pro- 

cedures to communications intelligence and other foreign 

intelligence activities reflects the extreme vulnerability 

of the sources. Once an opposition becomes aware of which 

of. its communications we are intercepting, it can take swift 
i tenecsay action, and the. source can be forever lost. 


Seg te On Friday ἘΠ ον copies of the secrecy Satie wena” ee 

- by. the executive branch with respect. to three compartmented | 

τ access. control systems were made available to you along with ©. 

the. revised forms developed for and executed by certain memlers 

| of the staff of the:Senate Select Committee to Study Intelligence. 

i ‘ Activities...I. would: hope that the enclosed agreement. modified 

Σ “for the. House: Select: Committee, combining all “three. a 

compartments into. one :COCRMEN Es: would meet. ous. Peeet euler ᾿ 
concerns. a ae ΠΣ ΔΝ se 


“For your ‘information, in ἀδάτεΐση. ‘to ‘the. Senate. Select: 
Committee's use of the modified secrecy oath dealing with 
‘compartmented access, the following House and. Senate committees 
- have.: obtained compartmented - ‘access. for their staffs, which 

was: granted after. 188 norma} ΘΥΙΘΈΞΗΣΒ. and | signing | Oe the 2: 
Tanase Oatii:. . - are oe & Bee hit, mS 


ΠΣ Committee 
τς ΑΡΡΈΘΡΙ ἘΞ ΈΙΘΙΞ Committee _. | ard 
oe Aeronautical and space Sciences: Committee 


“May I ‘reiterate. ‘the ‘points 1 miade on a Friday: 


a δῳ! a. material. is being withheld from members of 
the Committee. . ee st Wee oe ae : 
᾿ "Ἐν ΓΝ are Srecarea: to and aia brie? the βεδεξ, of the aan 
Committee on noncompartnented matters, based upon your .- '‘ 
certification of their security clearance and the fact . 
that they entered into an appropriate secrecy agreement 
‘with you, a copy of which. you provided. 


c. -The compartmentation procedures of the — ae 
Intelligence Community have been established pursuant 
‘to statute and National Security Council Intelligence 
Directives. The simplest way for the staff to obtain = 
‘access to this compartmented material would be to 
_ accept the normal secrecy arrangements as modified 

ες in the enclosed. This would ensure against difficulties 
in access to such compartmented material throughout the © 
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ore pe ahi : ΠΝ ἣν . 
rok Ἂ 5 > %. . ῳ “ον Η͂ Ζ . » Τρεῖς ᾿ ions Ξ : ne os 7 7 
ee a τὲ ἜΝ See : τον εν τ᾿ ἜΗΝ oe να : οὖ. : 
᾿ eo, oe ; Ps ᾿ PONE ᾿ ae = ᾿ ᾿ς ᾿ : oo 


ο΄ Intelligence Community. It is - clear that” the 

ες obligations assumed here would run between the staff 

_ member and the Committee and in no way would provide . 
“ any control or influence over them by me or any. 
“element of the. Intelligence Community . 


πότος Pageant ἃ, τε would: undoubtedly be. feasible to: develsp ee 

ae τς oCanother procedure to ensure special protection of the a 

“... sensitive matters currently included in the Sea 
- mented systems, but this would involve review and 

«=. discussions: with various interested parties which ee 

εὐ would undoubtedly take. some ‘time end ἜΚ. Jour bse e. ggieiton Beat 

τὸ Peet Bars on ς 8A | pee oe Ae rae 


προς ΓῈ hope: you: will” agree hee this: is the: siamese and. 
easiest manner of solving a practical matter so that we can. 
propeed 2 Ὑ1ῈΝ the substance. of Age saa Waar arene 


13-00000 : 


Distribution: 


1-DCI 


‘1-DDCI 


1-1G 
1-OLC 


Le -E.H. Knocke: 


13-00000 ° , ε 


᾿ΟΟΜΡΑΒΤΜΕΝΤΕΡ INTELLIGENCE INDOCTRINATION” ἢ 


see: τ have ee ‘aweasaed ‘that ἘΠῚ ΤῊ ἘΠ to law (Gncticass 792, 
. 793, 794, 795, 797 and 798 of Title 18, United States Code) 1 ~ 
am not: to discuss: ‘with or disclose to .any person any information 

ως yYelating directly: or ‘indirectly to the below identified compart- 
- mented Programs,’ unless such person is currently authorized to. πὸ 
discuss or receive: such informa*ion or material of the particular ἡ 
| category involved.....I' am aware that: the responsibility of. - 

\ ascertaining that:’such an authorization for another. Ῥθτϑο is 
valid and current, ests swaths me. . τ : 


as acknowledge. that it is my. Gespenstuaicy- to angen 
myself: of. the. contents’ of the above mentioned sections of | 
Title: 18, U.S. :Code,.’as. they pertain to performance of my 
duties: I. am aware further that if a change in my status 
renders: it no longer necessary for me to receive compartmented 
intelligence, my name will be removed from the list 98 percon> 
authorized to., Feceive: such | material. es gee yet ann. ἢ 


oO News media ‘reports concerning any of ines Comparteented.” 
materials does not relieve me ὍΣ. ἜΣ ΕΡΉθε 90 vases ene pause 
alae below. ἡ ΠΝ a es ἘΝ . 


Στ ΟΝ ΡΙεντιλι ὦ. 8.) . -  ῦὕ 
! 
| 


oh : -ὖ 


ce I acknowledge: thet r have beed briefed on | the ΡΈΕΙ 
τιν compar? mented per scens or del aa ΕΝ ἧς 


ΗΝ τ 
ῃ . Φ“᾿ 


απ 


Si 
il 


ΡΝ ΝΣ pale 


ταν τὸ τῷ cd : can ee τ; 


OATH OF SECRECY 


τι T ao solemnity swear “that I will not . discuss with or 
disclose to any person, regardless of his official position . 
or status, any information: relating directly or indirectly to 
Compartmented Intelligence, any information derived therefrom, 
.°. or the nature of the sources of such intelligence, until I 
neve gaGcrtarnee: that such ‘person has Geen authorized to discuss: , 


τῶν 


ΟΟΝΕΙΒΕΝΤΙΑΙ, 


-—-2 IMPDET 
CL BY. 


13-00000 « ᾿ 


Ἢ CONFIDENTIAL . | ᾿ eS - τς = oe 


and handle this material, and that his authorization has not 
been revoked, except. in the performance. of my official duties. 
on the staff of the House Select Committee on Intelligence ‘and 
in accordance with the SeqUsTEMent > set forth in the cules: of ἣν τς 
such COMRLELGE =. ; to αν τὰ Shoe ᾿ oe 


: " Mb. 
᾿ on MIURA T TAY  Cxeson: θὲ 53 (8, (2), ᾿ ἯΙ sa 76-101 
ἐΣρεςυ sees : ; i j si {ul j i Declaasiticd or a Gil 7 EprG 5 ‘ 
᾿ Peete, mee “Ss Dirccter of Canteal int cali iganeo 


Ra : ie = UNTIL ρμο Ὁ 
CE “RAL INTELLIGENCE AGENCY ᾿ . - A he 
τς WaASHINGTON,D.C, 20505 


HSC MAT. FUAN. 
Review Staff: 752563 
20 August 1975 


Mr. A, Searle Field 
taff Director: 


HSG SEC UR) τ τ 
Select Committee on Intelligence - Dee o/s μάν 


Room 232 : 
Cannon House Office Building i 
Washington D,C. 20515 


Dear Mr, Field: ᾿ Ey τ 
᾿ Around the end of July, Mr. Roeder, obviously idipnasdadl : 
. by your admonitions about the need for security, asked ifI =. 
'. gould work up a package of guidance on how to handle classified 
documents, Our Office of Security put this together, and while 
I think Mr, Roeder had in mind something more applicable to 
an individual than to an office, I thought I would pass this on to 
you for whatever use yee care to ΒΕ of it, ἊΝ 


τ. we have not yet carried out the physical survey 
᾿ς of your quarters which you requested on 29 July, I have been 
τς in touch with Ms. Hess, and our Office of Security will conduct 

"one as soon as she is ready. We may have some other recom- 
mendations for your ἘΠΕΊ ΘΕ. arian when eek is Aone. 


a 


σα 
. 


ΡΝ 


Assistant to the Director 


Attachment: a/s 


cco: D/OS 
NTIOGAL SECUBIY INFOSHATION : 


Classified by 
: ampt trom eat 
Schudula οὐ £.0. 115 


ὑπ δ οτχοῦ Diselssure Subject to 
Criminal Sanctions. 
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14 AUG 1975 
MEMORANDUM FOR: The Review Staff 
ATTENTION «=: [1S 
VIA . ae Acting Deputy Director for Administration 
SUBJECT : House Select Committee on Intelligence - 
. Protection of Classified Materials _ 
REFERENCE § : Memo dtd 31 Jul 75 to D/Sec from aaa 
Security 


subject: Request for 
3 . . 


In accordance with the request in the raferenced 
memorandum for a "package" to be used by the House Select. 
Committees on Intelligence for the protection of classified 
material, the attached suggestions are provided for your 
assistance. In view of the lack of a comprehensive phys- 
ical security survey of the area which will be used to 
store the Committee's classified material, specific rec- 
ommendations must bs deferred. In this connection, we 
plan to have o£ the Physical Security 
Division (extension 3494) meet with appropriate represent- 
atives of the Committees for the specific purpose of con- . 
ducting a security survey of the proposed quarters in the 
Rayburn Building. For your information, Mr. Searle Field,. 
Staff Director of the House Select Committee on Intelligence, 


' requested such a survey on 29 July 1975. Pending the re- 


sults of this survey and its recommendations, the attached - 
general physical security measures are recommended in an 
effort to provide the requisite protection for the Com- 
mittee's classified material. 


Robert Ἦν Gambino 
Director of Security 


Distribution: ES. IMPDET 
Orig ἃ 2 - Adse_. CL BY 056966 
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_ GENERAL SUGGESTIONS 
_ FOR THE 
ROTECTION OF CLASSIFIED MATERIAL 


Designate a Committee. nember as the Security 
Officer responsible for the overall control 
handling and protection of the classified 
material. 


‘Establish and maintain a register of 411 
. Committee personnel who are authorized to 


rsview classified material and insure that 
no unauthorized personnel will have access to . 
the material. 


Establish a central document control system 
whereby all classified documents are properly 
logged upon receipt and annotated as to 
disposition. 


Designate ἃ Document Control Clerk who will 
be specifically responsible for the logging 
and control of all classified material. 
Appropriate records should be established 

to reflect that all classified material is 
properly logged in and out, by date tine, ᾿ 
to authorized nembers of the Committee 


In the event material is designated as being: 
of a codeword or compartmented nature, special 
physical security features as enunciated by 
the Ad Hoc Security Committee of the United 
States Intelligence Board and later adopted 

as policy should be adhered to. (Specifics 
regarding these requirements will be provided 


in the course of the pending survey.) 


All guards assigned to the physical security 
control over the Committee's storage area 
should be U. S. citizens and possess appro- 
priate security clearances. 


If feasible, a reading room should be es- 
tablished within the designated storage area 


CONFIDENTIAL 
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8. 


9. 


10. 


li. | 


12. 


13. 


CONFIDENTIAL 


for the Committee's classified material, and 
all research and review activities of the 
material should be restricted to this area. 


In those instances where the Committees meets 

in Executive session, every effort should 

be made to insure that the site being used has 
been subjected to a technical security inspec- 
tion to negate the possibility of unauthorized 
transmitting or recording devices. This area 
of concern could pese serious security deficien- 
cies in the event the same area would be used 
initially in public session and then closed for 
the Executive session without such an inspection 
being made.. 


Adequats safeguards should be utilized in the 
transmission of classified material under the 
cognizance of the Committee from one area to ᾿ 
ς another, 


™~, 
Reproduction of any portion of ‘the Committee's 


Classified material should be prohibited 


without the express approval of the Staff 
Director. In this instance, notes, extracts, 
summaries, etc., made from classified material — 
must also be provided the same degree οἵ 
protection as that provided to the source 


material. 


Access controls to the storage and reten- 
tion area should be established to insures that 
only authorized personnel are allowed entrance. 


Storage of all classified material should be 
within the designated area as opposed to any 
areas or outside offices. 


Security protection should be provided to 
all Committee transcripts during the tran- 
scription process as well as during the 
periods while they are in transit. 


A security check ἜΣ should be estab- 
lished to inspect the areas where the Com- 
mittee meets at the termination of each . 
session to insure that no classified material 


2 


CONFIDENTIAL 


15. 


CONFIDENTIAL 


or notes, etc., are inadvertently left un- 
secured. (Attached are examples of Security 
Check Sheets.) 


_Arrangements should ba made. to insure that 


there are adequate facilities for the 
destruction of classified waste material. 

In this instance, such waste material should 
be provided protection until its final 


- destruction. 


16. 


17. 


18. 


19. 


“Only approved classified material destruc- 


tion methods should be utilized. (Details 
regarding this can be obtained in tne course 
of the pending survey.) ae 


All Committee personnel granted access to 
classified material by the Staff. Director 
should be briefed on their obligations end | 
responsibilities regarding the unauthorized 
disclosure of such material. 


Specific physical security recommendations 
applicable te the proposed storage area for the 
Committee's classified material, consistent 
with sound security principles, must be deferred 
until the completion of the survey. This would 
also include recommendations relative to the 
type of storage containers which the Committee 
proposes to use. 


Pending the completion of a security survey at 
the new storage site, it is suggested that the 
protective measures currently in effect at the 
temporary storage facility. in Room 232, Cannon 


' Building, not be changed. 
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SECURITY CHECK SHecT 


ΟἾΤΟ τς Office of Security Ὁ 
| ITHRU: Component Security Officer 


i TO LOCK 
eae ROTATE DIAL FQUR CONSECUTIVE TURNS IN ONE DIRECTION 


TO CHECK 


| SAFES: DEPRESS CONTROL DRAWER LATCH WHILE DEPRESSING 
EACH DRAWER LATCH AND PULL OUT BOTH DRAWERS. ON 
᾿ "HERRING-HALL°-MARVIN® SAFES TURN DRAWER HANDLE TO RIGHT 
H (on new type, raise fateh) ANO PULL DRAWERS OUTWARD. ; 
Ϊ ‘VAULTS ANDO DOOR SAFES: TURN HANDLE BACK AND FORTH 
aan WHILE PULLING DOOR OUTWARD. : . 
. | ALARM SWITSHES: TURN TO "NIGHT® POSITION 


CERTIFICATION 


"| CERTIFY, BY MY INITIALS BELOW, THAT I HAVE OPENED OR 
PROPERLY SECURED THIS VAULT, SAFE OR CABINET AND ALARM, 


MON THIS) 


OPENED BY CLOSED ay | CHECKED BY | GUARD CHECK 
INITIALS] TIME [INITIALS] TIME [INITIALS] TIME [INITIALS Time |. 


ECE Ks Cl EEE hk eke 


Ώ 
A 
τ 


| aS" 108 ocasoLeTe PREVIOUS EDITIONS 


SECLuiTY CHECK SHEET. 


FROM: | = pers foe 


TOLOCK . 
ROTATE DIAL FOUR CONSECUTIVE TURNS IN ONE DIRECTION 


TO CHECK 


SAFES: DEPRESS CONTROL ORAWER LATCH WHILE DEPRESSING 


EACH DRAWER LATCH AND PULL OUT BOTH DRAWERS, ON 
*HERRING*HALL*MARVIN® SAFES TURN DRAWER HANOLE TO RIGHT 
(on new type, ralae latch) AND PULL DRAWERS OUTWARD. ᾿ 
VAULTS AND DOOR SAFES: TURN HANDLE BACK AND FORTH 
WHILE PULLING OOOR OUTWARD. ; ᾿ 
ALARM SWITCHES: TURN TO "NIGHT® POSITION 


CERTIFICATION 


! CERTIFY, BY MY INITIALS BELOW, THAT | HAVE OPENED OR 
PROPERLY SECURED THIS VAULT, 
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Area Security Check Sheet 


Items to be Checked Checker 


Desks (Including Drawers) 
Tables (Including Drawers) 
Chairs 

Floor 

Window Ledges 

Typewriters 

Stenotype Machines 
Reproduction Equipment 
Trash Receptacles 


Charts, Exhibits, 
oe : ‘Chalkboards 


Notebooks, Paper Pads, etc. 
(Check to insure that 
imprints of classified 
notes not present) 


AINA 


13-00000° | eS Ϊ 


of UNCLASSIFIED ΓΙ Ἶ omy ὦ ΝΒ ΠΝ. ΓῚ (ΟΝΕΙ. .aTIAL ὀ ὀ ΟἽ SECRET 
aS | ROUTING AND RECORD SHEET 
SUBJECT: (Optional) 


House Select Committee on Intelligence - 
Protection of Classified Materials 


2G 35 Ao dat 
ieee sea ei 


A 
14 AUG 1375 


: [ἢ ‘designati , ber, and 
eras i cL a alla oe OFFICER'S COMMENTS (Number each comment to show from whom 
INITIALS to whom. Draw a line across column after each comment.) 
RECEIVED | FORWARDE! 


The Review Staff 
6D-0120 
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CONROENTAL 
| | 14 AUG 1975 
MEMORANDUM FOR: The Review Staff 
ATTENTION =: [1S 
VIA : Acting Deputy Director for Administration 
SUBJECT. . : House Select Committee on Intelligence Ξ 
Protection of Classified Materials 
REFERENCE . : Memo dtd 31 Jul 75 to D/Sec from Jerrold 
fia subject: Request for Security 


In accordance with the request in the referenced 
memorandum for a "package'' to be used by the House Select - 
Committee on Intelligence for the protection of classified 
material, the attached suggestions are provided for your 
assistance. In view of the lack of a comprehensive phys- 
ical security survey of the area which will be used to. 
store the Committee's classified material, specific rec- 
ommendations must be deferred. In this connection, we 
plan to have[ _—————“‘iwC—SCS oo the Physical Security 
Division (extension 3494) meet with appropriate represent- 

-atives of the Committee for the specific purpose of con- 
ducting a security survey of the proposed quarters in the . 
Rayburn Building. For your information, Mr. Searle Field, | 
Staff Director of the House Select Committee on Intelligence, 
requested such a survey on 29 July 1975. Pending the re- 
sults. of this survey and its recommendations, the attached 

general physical security measures are recommended in an 
effort to provide the requisite protection for the Com- 
mittee's classified material. 


Robert W. Gambino 
Director of Security 


Atts. 
Distribution: E3 IMPDET 
Orig ἃ 2 - Adse . CL BY 056966 


1 - ADD/A 
OS 5 12 065 
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: THE DIRECTOR OF CENTRAL INTELLIGENCE : 


WASHINGTON, Ὁ. €.° 20505 


DCI/IC 75-2620 
2 September 1975 


Intelligence Community Staff 
MEMORANDUM FOR: Members of USIB Ad Hoc Coordinating Group 


SUBJECT : House Select Committee on Intelligence 


Attached is a paper from the Chairman, USIB Security 
Committee, outlining security arrangements made by the House - 


‘Select Committee on Intelligence. 


| : ΝΕ Chiefy Coordination Staff, ICS 


Attachme nt 


ὧθ 


This Document May Be Downgraded 
to Unclassified When Removed From 
Attachment 


chasstpica sy 9250195 cea 
EXeMT age GENERAL BECLASSIFICATION 
SCUEIRILE CE Εν Ὁ. 12552, EXEMPTION CATEGORY: 
8 SEL: (2). με or (4) (circle one of more) 
AULGTIATICALLY DECLASSIFIED ON 


Date Imip»ssible to Determine 


(unless jiapossible, insert date of event) 


SECRET 


“+ SECRET 
UNITED STATES INTELLIGENCE BOARD 
SECURITY COMMITTEE 


SECOM-D-105 
2 September 1975. 


MEMORANDUM FOR: Chief, Coordination Staff, ICS 


SUBJECT : House Select Committee on Intelligence 


On 29 August 1975, Mr. Robert Gambino, Director of 
Security/CIA; | Deputy Chief, Physical 
Security Division, Office of Security/CIA; and I viewed the 
permanent space of the staff of the House Select Committee on 
Intelligence at the invitation of Mr. A. Searle Field, Staff Director 
of the Committee. We believe the security arrangements made 
and being made are satisfactory for the storage of compartmented 


-information.” Attached is a memorandum outlining the security (9 tree 


arrangements. 
“ 
LCR ak ME Jee. 
Donald E. Moore 
Chairman 
Attachment - 


This Document May Be Downgraded 
to Unclassified When Removed From 
Attachment 


cLassirizo εὐ: 320793 


EXCMPT FROM GENERAL DECLASSIFICATION 
SCHEOULE CF Εν O. 11552, EXESIPTION CATEGORY: 
ὃ SECU, ©), (3) of (4) (circle one or more) 
AUTOWATICALLY DECLASSIFICD ON 
Date Impossible to Determine 


(unless imvossible, insert date or event) 


τς τ ον ΟΕΟΔΒΕΙ 


ΝΣ 2 September 1975 


House Select Committee on Intelligence 


1. The House Select Committee staff is now located in its 
permanent space, B-316, Rayburn Building. Ms. Jacqueline Hess 
is the Security Officer, telephone number 225-9696. 


2. The only entrance is through B-316 and the space consists 
of several adjoining offices all served by an inner walkway. A member 
of the Capitol Police is stationed at a guard desk inside the door and 
admits only authorized individuals. Visitors must sign in with the 
guard, who calls the appropriate staff employee and visitors are 
allowed access to the space only in the company of staff employees. 
‘Interview rooms-are located in the staff area but separated from the 
_ work area. During non-work hours two guards are on duty in the 

space. 


: 3. All classified material is kept ina secure area δι ῃς. 
“rear of the space with orie entrance to the secure room, ‘This room 

is to be locked at all times when specified.employees are not on 

duty in the room. At the present time, Ms. Hess is the only one 

who will be able to open the secure area and unless circumstances 
‘change this arrangement will continue. 


4. All classified material is kept in this secure area, and 
stored in approved safes with three-way combination locks. At 
present, Ms. Hess is the only poreee ae ΡΌΒΕΒΕΒΕΒ the ΘΘΤΕΒΙΏΒΕΙΘΗ 
to ἴλ658.. safes. GE Bi SP iea ta ae ea ORIN, Birk igi. Wertaatiny τὸν 4 τ 


5. Reading of classified documents is to be in a reading area, 
consisting of several tables, in the secure area. A staff employee 
desiring access to a classified document must make a request for 
it, Ms. Hess then obtains it, the employee reads it in the secure 
area and it is then returned to Ms. Hess for return to the safe 
cabinet. Staff employees have been advised that notes.taken from 
classified documents and material prepared from such notes or the 
documents must respect the original classification and receive 
corresponding security. Copying of classified documents is to be 
strictly controlled, is to be done only ona copying device located 
in staff space, and copies are to receive the same security protection 


as the original. 

8 cLassizten sy __ 356793 
ο΄ ΕΧΈΜΟΤΥ FROM GENERAL DACLASSIFICATION 
SCHEOULE SF Ε, αν 11582, EXEMPTION CATEGORY 

δ᾽ 55. εν, th (3) ae (4) (civele one or wari. 
AULCMATICALLY DECLASSIFIED ΟΝ 


Cualess impos vile, ie insert dite of ave aah. 
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6. The entire space has been swept and plans call for 
additional periodic sweeping. There is a motion detector in the 
secure area which rings at the guard desk in the staff area and 
also at the main office of the Capitol Police in the Rayburn Building. 
Tests have been made of this device and the response by the Capitol 
Police was immediate. Two doors which normally serve as access’ 
to the secure area from space occupied by other House Committees 
have been secured from the inside and alarms are to be installed | 
on these doors, : ᾿ ᾿ 


7. Mr. A. Searle Field, Staff Director, and Ms. Hess: 
advised that staff employees have been alerted to telephone security 
and this will be continually stressed. Also they have tried to instill 
strong security consciousness among all the staff. Mr. Field 
indicated that at present it is not expected the staff will total more 
than 35, 


SECRET. 


House Armed Services 
Subcommittee on 


Intelligence 


and Military Application of Nuclear Energy’ 


The Subcommittee on Intelligence and. Military Application of Nuclear 
Energy is newly established and the successor to the Special Subcommittee 
on Intelligence Chaired by Representative Lucien N. Nedzi. The new Sub- 
committee has picked up the responsibility of the soon to be abolished 
Joint Committee on Atomic Energy and is expanding its staff accordingly. 
Representative Melvin Price's Chairmanship is due to his long years of 
membership on the Joint Committee on Atomic Energy. There will be an ever- 
increasing involvement by the Subcommittee in military application of 
nuclear energy and we undoubtedly will be called upon to provide required 
foreign intelligence. , 


* Members of the Subcommittee are as follows: 


Melvin Price (D., I11.), Chairman 

. Charles H. Wilson (D., Calif.) 
Jack Brinkley (D., Ga.) 

Dan Daniel (D., Va.) | 
G. V. Montgomery (D., Miss.) 

. Ronald V. Dellums (D., Calif.) ὁ ’ 
Bob Carr (D., Mich.) , 
Charles E. Bennett (D., Fla.) 
Samuel S. Stratton (D., N.Y.) 

Bob Wilson (R., Calif.) 
William L. Dickinson (R., Ala.) 
Marjorie S. Holt (R., Md.) 
Robert W. Daniel, Jr. (R., Va.) 


Staff of the Subcommittee are as follows: 


John Ford, Staff Director 
“William H. Hogan, Counsel © 
Adam J. Klein, Professional 


Mr. Ford is Staff Director of the full Committee and replaced 
Mr. Frank Slatinshek, former Chief Counsel, who retired. Mr.-Hogan is 
Counsel of the Subcommittee and will be the principal staff man on Agency 
matters. Adam Klein is a specialist in atomic energy matters. 


Bee 


ADNEISTEATWE ΙΝ ih VTERNAL “AL USE Oey ᾿ 


A. House εὐξεδει ἐθεϑς on Intelligence and Military Application of 
Nuclear Energy ; 


Former Chairman Lucien N. Nedzi fully exercised his perogatives 
as Chairman of the Subcommittee on Intelligence and we could look to 
him for support in any problems developing with other committees and 
other members of the House not on the Subcommittee. Based on the 
reactions of Chairman Melvin Price in the few instances that we have 
approached him in this Congress for assistance, it is quite evident 
that he is not the dominant personality as was Chairman Nedzi and will 
not stick his neck out to defend the Agency. Nor does it appear that 
the new staff director will be of the forceful personality as was 
Frank Slatinshek who was very helpful in a number of problems. A few 
‘weeks ago former Chairman Nedzi suggested that we resolve a problem 
involving Representative Donald M. Fraser by going to Speaker O'Neill. 
This may have been his indication to us that we may have to look to 
House leadership to resolve problems. Mr. Nedzi also suggested that we 
contact someone in the White House on a problem. We.may be faced with 
needed White House Suppont on a Ῥχοθλεπι before we approach the leader- 
ship- Ἶ : : 


B. House Select Committee on Narcotics Abuse and Control 
. ? 

The extent of Chairman Lester L. Wolff's oversight of -the Agency 
in its narcotics collection activities still remains a looming problen. 
As indicated by the request for the seal, Mr. Wolff intends to extend 
the Agency's activities to where there is maximum effective collection 
of foreign intelligence on narcotics trafficking leading to arrest and 
conviction without regard to the Agency's statutory prohibitions, The 
only solution rests with the Attorney General and the White House giving 
the Agency clear and precise guidelines to operate in this area which 
the Agency can then point to in any disputes that may arise with the 
Select Committee as to what the Agency's role should be. 


ADE RISTRATIVE INTERNAL USE ONLY 
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_DMMITTEE ON APPROPRIATIONS Ὁ 


House of Representatives 


| DEMOCRATS (95th 
Pe eee 


JAMIE L. WHITTEN, Mississippi 
ROBERT L. F. SIKES, Florida 
EDWARD P. BOLAND, Massachusetts 
‘WILLIAM H. NATCHER, Kentucky 
-DANIEL J. FLOOD, Pennsylvania 
TOM STEED, Oklahoma 

GEORGE E. SHIPLEY, Illinois 
JOHN M. SLACK, West Virginia 
JOHN J. FLYNT, Jr., Georgia 

‘NEAL SMITH, Iowa ᾿ 
ROBERT N. GIAIMO, Connecticut 
JOSEPH P. ADDABBO, New York 
JOHN J. McFALL, California 
EDWARD J. PATTEN, New Jersey 
CLARENCE D. LONG, Maryland 
SIDNEY R. YATES, Illinois 
FRANK E. EVANS, Colorado 
DAVID R. OBEY, Wisconsin 
EDWARD R. ROYBAL, California 
LOUIS STOKES, Ohio 

GUNN McKAY, Utah 

TOM BEVILL, Alabama 

BILL CHAPPELL, Florida 

BILL D. BURLISON, Missouri 

BILL ALEXANDER, Arkansas 
EDWARD I. KOCH, New York 


GEORGE H. MAHON, Texas, Chairman 


Congress, Ist Session) ᾿ 
τὶ Re pa blecans 


ee αι Σ ΣΝ 
ELFORD A. CEDERBERG, Michigan 
ROBERT H. MICHEL, Illinois 

SILVIO 0. CONTE, Massachusetts 
JOSEPH M. McDADE, Pennsylvania 
MARK ANDREWS, North Dakota 
JACK EDWARDS, Alabama 

ROBERT C. McEWEN, New York 
JOHN T. MYERS, Indiana 

J. KENNETH ROBINSON, Virginia 
CLARENCE E. MILLER, Ohio 
LAWRENCE COUGHLIN, Pennsylvania 
Cc. W. BILL YOUNG, Florida 

JACK F. KEMP, New York 

WILLIAM L. ARMSTRONG, Colorado 
RALPH 5. REGULA, Ohio 

CLAIR W. BURGENER, California 
GEORGE M. O’BRIEN, Illinois 
VIRGINIA SMITH, Nebraska 


Keita F. MAINLAND 
Clerk and Staff Director 


YVONNE BRATHWAITE BURKE, California 


JOHN P. MURTHA, Pennsylvania 
BOB TRAXLER, Michigan . 
ROBERT DUNCAN, Oregon 
JOSEPH D. EARLY, Massachusetts 
MAX BAUCUS, Montana 
CHARLES WILSON, Texas 


LINDY (MRS. HALE) BOGGS, Louisiana 


ADAM BENJAMIN, Jr., Indiana 
NORMAN D. DICKS, ‘Washington 


AGRICULTURE & RELATED 
AGENCIES ; 
DEFENSE 


DISTRICT OF COLUMBIA 
FOREIGN OPERATIONS 


HUD—INDEPENDENT AGENCIES 
INTERIOR 


LABOR—HEALTH, EDUCATION & 
WELFARE 
‘LEGISLATIVE 
MILITARY CONSTRUCTION 
PUBLIC WORKS 
- STATE, JUSTICE, COMMERCE 

& JUDICIARY 
TRANSPORTATION 


TREASURY-POSTAL SERVICE— . 
GENERAL GOVERNMENT 


Subcommittees 


Whitten, Evans, Burlison, Baucus, Traxler, Alexander, Sikes, 


Natcher 
Andrews, Robinson, Myers 


Mahon, Sikes, Flood, Addabbo, McFall, Flynt, Giaimo, Chappell, 
Burlison 
Edwards, Robinson, Kemp 


- Natcher, Giaimo, Wilson, McKay, Burke, Benjamin 


Burgener, Kemp 


. Long, Obey, Koch, Wilson, Yates, Burke, Roybal, Stokes 


Young, Conte, Smith 


Boland, Traxler, Baucus, Stokes, Bevill, Boggs, Burlison, 
Alexander 
Coughlin, McDade, Young 


Yates, McKay, Long, Evans, Murtha, Duncan, Dicks, Whitten 
McDade, Regula, Armstrong 


Flood, Natcher, Smith, Patten, Obey, Roybal, Stokes, Early 
Michel, Conte, O’Brien ' 


Shipley, Benjamin, Giaimo, McFall, Murtha, Traxler 
Armstrong, Coughlin, Cederberg 


McKay, Sikes, Murtha, Steed, Long, Chappell 
McEwen, Regula 


Bevill, Boland, Whitten, Slack, Boggs, Dicks, Shipley, Chappell 
Myers, Burgener, Smith 


Slack, Smith, Flynt, Alexander, Burke, Early 
Cederberg, Andrews, Miller 


McFall, Steed, Koch, Duncan, Benjamin, Smith, Addabbo, Evans 
Conte, Edwards, O’Brien 


Steed, Addabbo, Roybal, Patten, Boland, Flynt 
Miller, McEwen 


NOTE: Mr. Mahon, as Chairman of the Committee, and Mr. Cederberg, as Ranking Minority 
Member, are ex officio members of all subcommittees of which they are not regular members. 


Gro 86-238-b 


January 26, 1977. 
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House Appropriations Committee team: | 


Room 2 Ὁ 0117. Telephones: 5848, 5849 (B) and 1570 (R) &d0/ ag. 


“Leonard M. (Bucky) WALTERS, 


Badge: blue House Committée 
Clearances: SI, TK,’ BYECOM 


Ω. 
Charles 8. (Chuck) HAYNES 
Badge: green no~escort 
Clearances: SI, TK, BYECOM 


Eugene B. MILHEL ; 
Badge: ue HoGse Committee 
Clearanges: I, TK, /BYECOM 


George C. BAIRD (Carter) 
Badge: blue House Committee 
Clearances: SI, TK, BYECOM 


Leon F. (Frank) SCHWARTZ 
Badge: blue House Committee . 


dehn | LayTen 


Supervisory officials of HAC Surveys ἃ Investigations Staff 
(not to be stationed at Hqs bldg, but may visit from time to 
time): 


Cornelius: R. (Lefty) ANDERSON, Chief 


Badge: green no-escort 


Marion 8. RAMEY, Deputy Chief 
Badge: blue House Committee 
OX 7-9371 


James Brian HYLAND 
Badge: mea blue House Committee 
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2 August 1976 


MEMORANDUM FOR THE RECORD 


SUBJECT: Initial Meeting woth House Appropriations 
Committee Survey Group 


1. ‘An initial session was held on 30 July 1976 of 
about one and a half hours with six persons from the Surveys 
and Investigations Staff of the House Appropriations 
Committee, to-discuss the purpose of their survey of the 
Directorate of Operations and to propose some arrangements 
to govern their access to Agency personnel and documents. 

The following attended: 


Mr. Cornelius (Lefty) Anderson, Chief of 
Surveys and Investigations Staff 

Mr. Marion Ramey, Deputv , 

Mr. Leonard (Bucky) Walters, who will head the 
team inspecting the Directorate of Operations 

Mr. Charles (Chuck) Havnes, team member 

Mr. Eugene Wilhelm, team member (former 
Agency employee) 

Mr. George C. Baird, team member 


Attending for the Agency were: 


Mr. Theodore Shackley, who chaired the meeting 
Mr. Robert Gambino 


στ 2. The meeting followed reasonably well the attached 
agenda, which was made available to all at the beginning of 
the meeting. The following paragraphs summarize the 
important points covered. 


3. Scope: Mr. Shackley asked the group to define its 
mission, noting some of the topics mentioned in recent 
conversations with Mr. Snodgrass suggested particular 
interests whereas the Committee's report on the FY 77 budget 


ER 


had suggested a different orientation. Mr. Anderson, 
characterizing the enterprise as a survey rather than an 
investigation, stated that his instructions were from the 
Chairman of the Committee: -they called for a detailed 
review of the operation of the Directorate in its entirety. 
Mr. Walters would mention certain particular interests, 
noted below, but that did not set limits to the ultimate 
scope of the survey. Mr. Walters then took over: 

~ a. He expects to do a complete review, from 
the managerial and substantive standpoint, of the 
Directorate. His initial interests indicated an 
auditor's approach to these questions - how budgets 
are compiled, examination of accounting procedures 
for regular and special funds, cost systems and 

the like. 


b. He went on, however, to the management 
aspects which they would also pursue to 
determine the results of the Directorate's 
operations - the value of intelligence produced 
versus the costs involved in procuring it, and 
areas of possible overlap in collection with 
the military and with NSA. 


c. Specific areas which would be explored, 
given, as examples, included contingency reserves, 
the "special retirement fund" (presumably 
referring to MHMUTUAL), the procedures for 
reimbursing and 
support, propriétarieés (how created, tneir 
justification, value and effectiveness), Sater 
houses and. "CA cadres. 


Mr. Anderson reluctantly agreed to Mr. Shackley's request 
for a memorandum spelling out these objectives in sufficient 


detail so that we could take the managerial steps necessary 


to resolve any conflicts in the priority of the time of our 
managers and senior operations officers who would be 

involved in current operations as well as overlapping 
inquiries from other groups concurrently overseeing the 
Directorate. Mr. Anderson also asked for any ongoing studies 
which the Directorate might have which would aid the team 

in its work. 


ποτ ΙΝ 


4. Duration: The team's first objective will be to 
render an interim report to the Committee by 1 January 1977, 
in order to meet the mandate that the survey be used in. 
considering the Agency's FY 1978 budget. The team wishes 
to start work immediately and will consist of either six or 
seven members who will occupy. space in Headquarters building 
and presumably do most of their work here; it was brought 
out, however, that the team would also interview users of 
our intelligence and other collectors. There was ambiguity 
in the projection of the total length of the survey; I 
interpreted Mr. Anderson's remarks to indicate that he 
expected the team to be with us for most of calendar year 
1977. 

5. Security: Mr. Anderson explained the arrangement 
by which the Committee limits access by even the members of 
the Subcommittee to the reports of his group; they must be 
reviewed in a specified area and they are stored, in very 
limited numbers, in the tower of the Capitol in the special 
facilities there for the Joint Atomic Energy Committee of - 
Congress. Mr. Gambino explained the arrangements for badges, 
certification of clearances, and provided for the team's 
consideration a copy of the "non-disclosure agreement" which 
we would like members to sign. There was considerable 
discussion, and some objection, to the issuance of blue 


‘badges which will provide access to virtually all parts of 


the building but which must be turned in and picked up at 
the entrance each day. This arrangement was reluctantly 


‘accepted but it was made clear at lunch and in later 


τ 


discussion with the team and with Mr. Anderson they are 
unhappy with this slight infringement on their convenience 
and physical access to the building. 


6. Access: Of more concern was the Agency position 
that the SA/DO/70 would serve as a control point for the 
team's further access to individuals and documents in the 
Directorate. The requirement was explained in terms of the 
need to record, against later requirements such as in fact 
now in progress stemming from another investigation, the 
names, subject matter and general content of matters discussed 
by Agency officers with team members. The requirement to 
"monitor'' was explained as an effort to keep this type of 
record, rather than to impose a third party from the office 
of SA/DO/O on all interviews; the latter was clearly 
considered by the team to be an unreasonable intrusion. It 
was agreed after some discussion that we would proceed with 


τ Seman eee me mm I hee Rar NR RG oe ee TEAST LENS ne oR Rie ete ne εὐ Seth aia το αν. " ἘΣ κα REECE Leeds eens nee come τὶς 
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system outlined in -the attached agenda, and that we would 
reconsider procedures later if they seemed clearly to be 
unwieldy. . We anticipated, however, that once the team 
splits into smaller groups as is planned, and pursues 
particular areas of inquiry, it will be possible to evolve 

a workable system which meets the objectives of both parties. 


7. Other: There appears to be no difficulty in 
protecting identities of sources, providing documents in 
sanitized form, maintaining notes only in this building and 
at the appropriate security level and introducing some 
officers under cover in alias where necessary; all these 
points were noted and none was objected to. Space and 
other facilities may be cramped but it appears to be possible 
to provide adequate space adjacent to the SA/DQ/0O offices. 
Mr. Anderson began by noting the outstanding cooperation on 
the Angola and COMINT surveys done in the building (in which 
relatively free access to personnel and files had been 
afforded his team), and ended by stating that the coming 
survey was not a witch hunt nor an investigation of abuses 
and that therefore he believed that such access could have 
very beneficial results for the Agency. It was agreed to 
begin the survey formally with a briefing by the DDO or 
ADDO on 3 or 4 August 1976. Mr. Walters with several team 


members will, however, set up shop on 2 August to review 
such general briefing papers aT can make 
available to them at that time. 


: SA/DO/Of{ ὁ 6ΘΦΟΦϑὌὍιί[:}1 (7368/1398) 


Distribution: (all w/att) 
Orig ἃ 1 - DDO 

- ADDO 

- OLC 


[0 Ὶ --ἰ τ τὶ 
- D/SEC (Mr. Gambino) 
COMPT 
- SSA/DD 


μα  μΩ 
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A. Request Sane e “from Committee representatives 
duration an 


scope, 


followed by Committee investigators. 


SECRET 


. AGENDA FOR MEETING WITH 2 
HOUSE APPROPRIATIONS COMMITTEE STAFF 
30 JULY 1976 


| dmesg 


d proposed procedure to be 


‘B. Discussion of arrangements for investigation: 


1 


Facilities: DDO will provide office space, 
telephones and secure storage facilities for 
investigators. Parking spaces and cafeteria 
priveleges will also be provided. 


Security: 


a. 


a. 


Badges allowing unescorted access to 
Headquarters building will be issued, 
to be picked up and left with 
receptionist. Agreement to be signed 
when badge issued, per current 
procedures governing. all Congressional 
staffs. 


Clearances through necessary level to 
be obtained prior to commencement of 
briefings or interviews, level to be 
determined on’ basis of first meeting. 


Access: 


Orientation briefings on Directorate 
and its subdivisions to be offered. 


Access = personnel and documents within 
gency Ὁ be controlled by office of . 


SA/DO/O. FE κατ ἢν Tee will maintain acord Το 
ER interviews and of documents provided. 


Documents to be provided upon specific 


request for study within building. 
They will be sanitized. to protect sources 


gnd methods using guidelines previo usly — 
established for HSC and SSC 
Re ee Ἰθκ ἐρ εν εὐ π5 ἐν πέσε: 
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SA/DO/O0 to monitor all interviews. . BEE 
a a a ῦῦΣ.-...-..-.- 


Documents to be examined by the ge ς 


t 
investigation team within Headquarters 
building. If copies of documents are ; 
desired, investigators will request 


them from SA/DO/O who will see that 


they are provided promptly in 
' appropriate classified and sanitized 


form. If required by the Committee 
(outside Headquarters building), same 
procedure will be followed but will 
be subject to review by SA/DO/O. 
ee See ee ee 


Formal questions are to be put in © 
writing in order to provide proper 
and full context so that most 


complete and pertinent answers can 
be provided. 


Discussion of note-taking and reports: 


(1) Maintenance of proper security 
and classification 


(2) Notes to retain same level of 


security Classification as 


documents or interviews on which 
they based. 
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DON 5-218 


DDO NOTICE GENERAL | 
NO. 5-218 4 August 1976 


SURVEY BY MEMBERS OF 
THE HOUSE APPROPRIATIONS COMMITTEE STAFF 


1. GENERAL 


Menbers of the staff of the House Appropriations Com- 
mittee began an extensive examination of the Directo- 
rate of Operations beginning the week of 2 August 1976. 
They expect that it will take approximately 17 months 
to complete this study. They state their activities 
are necessary to better understand the appropriations 
process. They emphasize that their objective is not 
to dig out evidence of wrongdoing or improper activi- 
ties. The staff members' activities will be coordi- 
nated through SA/DO/O. The following paragraphs - 
attempt to anticipate the procedures necessary to 
exercise orderly control over the staff's activities. . 
These procedures may be subject to modification as 
future experience may dictate. 


2. LOCATION 


Members of this Congressional staff have been issued 
blue badges bearing the words "House Committee" which 
permit unescorted access to all non-specially controlled 
areas of the building, including the main cafeteria. 
The staff will be provided suitable private office 
space in Room 2 D 0117, adjacent to the office of the 
$A/DO/O0, which will be relocated in Room 2 D 0109 as 
of 6 August 1976. It is expected that they will initi- 
ally have a greater interest in interviews than they” 
do in documents. Since they will have adequate office 
space, interviews should be conducted within their 
‘premises. ᾿ : 


3. CONTROL OF DOCUMENTS 


a. The staff is expected to make any requests for. 
documentation to the SA/DO/O. Individual officers 
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who receive requests from staff members for docu- 
ments should ask that the request be put to the 
SA/DO/O. All documents provided to the SA/DO/0 
for transmittal to the staff will be logged in by 
the SA/DO/O and logged back to the component after 
the staff has completed its study. The SA/DO/O 
will not, as a matter of routine procedure, retain 
a copy of the document concerned. 


All documents will be properly sanitized to protect 
sources and methods. The staff has indicated that 
it does not anticipate any need for such detail 
and accepts the principle of sanitization. Any 
questions concerning the degree of sanitization 
should be referred to the SA/DO/O. Ground rules 
for sanitization are similar to those applied 
during the activities of the Select Committees. 
General guidelines will be provided separately. 


On receipt of a document back from the SA/DO/0 

the recipient should indicate the date received, 
and that it had been made available to the staff. 
The document should be retained by the recipient 
in the form in which it was provided to the staff 
for possible further reference; the record copy 

of the document should also reflect the fact that 
a sanitized copy was provided to the staff. Any 
further copies of documents requested by the staff 
will be made only by the office of the SA/DO/O. 


hk. INTERVIEWS 


Be 


A representative from the office of the SA/DO/0 


_ will not necessarily be present during interviews. 


All interviews should be requested by the staff 
through the SA/DO0/O. The SA/DO/O will maintain 

a record of the date of interview; the name of 

the person interviewed, and by whom; the alias 

if one is used; and the subjects discussed. A 
form will be provided to the interviewee to record 
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the essential facts. He should retain one copy 
for possible future reference and one copy should 
be forwarded to the SA/DO/0. 


b. It is recognized that the badge access and the 
length of the stay in the building by the staff 
members may lead to wmscheduled contacts. If 
such contacts are connected with the official 
duties of the staff, then appropriate comments 
should be forwarded to SA/DO/0 on the form cited 
above. Officers should be careful not to allow 
conversations to drift to areas of interest not 
covered by official interviews. If this does take 
place, however, we shall rely on the officer 
concerned to inform the SA/DO/0 of these develop- 
ments. 


SECURITY — 


‘The blue badge should be sufficient to indicate that 


staff members should be treated as visitors in the 
presence of persons not connected with their official 
duties. Persons introduced under alias should be 
careful that the alias is protected if a chance 
meeting takes place in the presence of other col- 
leagues. In this connection, persons interviewed 
should be careful not to expose associates who have 
not been interviewed. 


William W. Wells 
Deputy Director for Operations 


oF Ν A/DIC/ | ) /b dirs ue 
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27 August 1976 


MEMORANDUM FOR: Chiefs of Divisions ‘and Staffs 


. FROM : | 


SUBJECT : Guidance for Interviews with House 
: Appropriations Committee Staff 


REFERENCE -—= : DON 5-218, 4 August 1976 


δ 
4, 


1. You have been scheduled at the time indicated on 
the cover sheet of this memorandum for a briefing to be 
given to the five members of the Surveys and Investigations 
Staff team from the House Appropriations Committee. The 
subjects which the team would like you to cover are contained 
in the memorandum distributed prior to the DDO staff meeting 
on 25 August 1976 and discussed at that meeting. I have 
explained to the Surveys and Investigations team that topic e 
(personnel policy and practices) will be discussed at δ. 
separate briefing to be given by the Chief, Career Management 
Group. You should touch on the other topics suEEosted in the 
memorandum ment ioned above. ; 


2. General guidelines are contained in reference 
notice. The following may be helpful, however, in preparing 
your briefing. Our general intention is to be as forth-. 
coming as possible while drawing the line clearly at any 
information which would lead to the identification of a 
specific source, intelligence method, cooperating person or 
group with which the.Agency has a relationship of confidence, 
or confidential matter involving a cooperating foreign 
intelligence service. The fact of liaison with foreign 
services can in most cases be acknowledged, but details of 
the relationship and the subject matter of joint or shared 
operations should not be disclosed. 


3. In the briefing contemplated. on management policies 
and practices, most of the above sensitive areas would not 
appear to arise, but you may find that questions will tend 
to bring out some more sensitive areas and these should be 
deferred with an agreement of looking into the possibility of 
providing further information later. The staff has already 
had access to basic budgetary material, including funds and 
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personnel strengths broken down by component, ἀπά a listing 
by cryptonyms and funding levels of all OPACTS. They have 
been given a briefing on the current organization of the 
Directorate of Operations and are aware that its staff 
elements will shortly be reorganized. They have a listing 

. ΟΕ all overseas stations and bases. If you have further 
questions on material already provided to the Committee, 
please check with this office. 


4. Most of the briefings are scheduled to take place 
in room 2 ἢ 0117; if possible, a member of my staff will be 
present. We would appreciate, however, a short Memorandum 
- for the Record, using the attached "Interview Form" as a 
general guide. Space is somewhat limited, but you should 
bring any. supporting personnel you desire to have participate 
in your briefing. The Surveys and Investigations team is 
aware that aliases may be used by those with solid cover 
status; please’ advise this office if any persons intend to 
use an alias during these briefing sessions. 


S. We wil] be happy to assist in any way, including 


_ follow-up matters which may be developed in =n course of 
these briefings. : 


att 
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August 18, 1976 


MEMORANDUM FOR, 
SA/D0/0 


FROM pi M. Walters, Staff Member 
House Appropriations Committee 
Surveys and Investigations Staff 
Request arrangement for comprehensive briefings with 
appropriate officials regarding the subjects outlined below 
be provided to HAC 581 Steet members George C. Baird and 
Leon F. Schwartz. . 


1. Paramilitary Covert Action Cadre 


Provide in this briefing data relating to the 
organization, utilization and cost data for this activity 
for the periods FY 74, 75, 76 and projected data for FY 77 
and FY 78. Organizational data should include manning and 
equipment levels for the aforementioned periods. 


2. Reorganization of the Directorate of Operations 


Briefing should include rationale behind the proposed 
reorganization and manpower and dollar savings to be effected 
by such a change. If additional expenditures in either 
dollars or manpower. positions are involved, justification 
should accompany the presentation. Explain in detail how the 
Directorate of Qperations plans to absorb the FY 77 loss of 
100 manpower a if TBROS eS in the pending Appropriations 
Bill. 


3. The Special Projects Group 


Explain the rationale behind the transfer of Israel 
from the Near East Division and providing it with special 
status by placing it directly under DDO. Additional manpower 
and dollar costs accompanying this change should be addressed. 


4. Coordination Within the Intelligence Community 


Briefing should show the identity and purposes of the 
various task groups established (both within CIA and community- 


ς-- 


ἔ' 


wide) which have been specifically established to deal with 
the collection vs. analysis problem. Impacts and changes 
brought about or anticipated within DO as a result of these 
groups' actions should be covered. 


5. Management Policies and Practices of Each DO Staff 


τα. Overview of role of staff or division - 


b.. Decision-making processes and how coordinated 
in DO, CIA and intelligence community 


c. Organizational structure 


d. Program development, and execution from 
initiation to budgeting to implementation, including 
development of annual plans, their flexibility, and degree 
of autonomy of case officers, chiefs of stations, desk 


officers and division or staff directors. 


e. Personnel policies and practices including 
recruitment, training promotion, position classification, 
establishment of station complements and rotational policies. 


f. Management and accounting controls to assure 
compliance with laws, executive orders, policies and 
regulations and assurance that funds and other assets are 
properly used, expended and receipted for. 


While the order of arranging the sresentations is not 
critical, it is suggested that, if possible, item (1.) be 
presented earliest and that item (5.) be instituted the week 
of August 30. Please coordinate with either Mr. Baird or 
myself for prompt scheduling of these sessions. Also, it 
would be appreciated if a copy of charts or other documentary 
material used in the presentations could be provided to the 
attendees during each peteting: session. 


ae font 
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in atternpting to be both forthcoming and helpful to him and the 
sCommittee in understanding the DDO's problems. At the same time 
‘Mr. Snodgrass pointed out that while he ned no quarrel with Mr. Shackley, 
he continued wi ΙΒ toward 
roviding him with data. Mr. Snodgrass then launched into a long litany 
‘on how the Agency had not been responsive in terms of his needs as he 
perceived them in the time frame February to MayJ976. With thatas a 
backdrop Mr. Snodgrass then launched into his inquiry as to why the Agency 
was not willing to give him full access to Management by Objective docu- 
ments. The dialogue which followed on this topic had a natural ebb and | 
flow to it, but the key point that emerged from this is that Mr. Snodgrass 
continues to feel that unless he can see the Management by Objective 
documents he will not be able to have a firm understanding of DDO man- 

Ὶ] power allocation procedures. Secondly, Mr. Snodgrass claims that CIA's 
position that it will show Management by Objective documents to members 
of the Committee and not the Staff is an obstructig nist tactic. His point. 
being that the members of the Committee do not have the time to look at 
such documents and they thus depend on the Committee Staff y thus depend on the Committee Staff for this type 
of substantive review. According to Mr. Snodgrass this means that if the 
Agency will not provide data to the Staff, it is in fact denying information 
fo the Committee members. Atternpts were made by Mr. Shackley to show 

ow men of good will on both sides of this question could have an honest 
difference of opinion on the issue. In this framework Mr. Shackley re- 


iterated the DDO position that access to Management by Objective docu: 
ments by Mr. Snodgrass would impact adversely on the whale question of 
sources l hods as well as the integrity of the reporting system. As 
a followup to this position an effort was made to find out exactly what it 
was about the DDO manpower allocation system that Mr. Snodgrass did 
not understand and which he thought he might find out about from an 
examination of the Management by Objective documents. it was hoped 
that through this line of inquiry an alternate approach could.be discovered 
which would enable ls to deal with Mr. Snodgrass' problems. Our probes 
in this direction were unsuccessful in clarifying the issue. One can only 
conclude that Mr, Snodgrass is committed to finding some sort of a. 
formula.erauation which will enable him to test our manpower allscation / 
sy sien. ‘We have repeatedly outlined to him the variable factors that go 
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into making judgments on operational deployment of manpower such as 
᾿ eS ECE EEE 
what targets are in a country, what are the preat power interests ina 
particular country, what is the operational environment in the country 
i.€., permissive or not, what are the cover possibilities, what are our 


liaison equities, and what are our needs for regional support from a 
particular country. These explanations are taken aboard by Mr. Snodgrass, 


but he is looking for something else which has less variables in it when, 
in fact, there is no magic formula for determining how one gets people to 


commit treason. This portion of the meeting ultimately ended on a friendly 


note but left unresolved the question of what was it that Mr. Snodgrass 


really wanted on the issue of manpower allocations and what could CIA tell 
him that we haven't already told him. (ACTION REQUIRED: Mr. Snodgrass 
is currently preoccupied with drafting his report on the House Appropria- 
tions Committee Mark-up of the DDO FY 77 budget. Once this task 15. 


tog ΒΒΕΙΕΘΙ OLC, will return to see Mr. Snodgrass and will try ᾿ 
to obtain an elaboration of what specifically are the manpo issues that 
trouble Mr. Snodgrass. In this context has been asked to try to 
determine if a review, position-by-position, οἱ two or three typical Stations 
within the DDO might give Mr. SFr TTEEL the insight into manpower allo- 
cations that he is currently seeking. ) 


9. Comment. In net assessment terms one would have to conclude 
that the 25 May meeting achieved the optimum that could be expected from 
this kind of an encounter. On the one hand the attached briefing book which 
was examined by Mr. Snodgrass was accepted by the latter as a first rate 
product. For this the A gency gets high marks. On the other hand, the 
Management by Objective system, because he can't see the documents, 
leaves Mr. Snodgrass frustrated and irritated. This evokes acrimonious 
complaints from Mr. Snodgrass with the end result being that the burden 


for seeking a solution to a problem created by Mr. Snodgrass is placed on 
the Agency. In short, we have ended up where we expected to be. Put 


another way, there appears to be no prospect for. establishing the type of 


dialogue with Mr. Snod ests of both parties. 
e are j 


i in an adversary relationshi rith him, 
although it is incumbent on us to continue to minimize, to the extent that 
nn ——_________________ aaa eee 
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Mr. Mahon. Would you please provide the Committee staff with 
τ Rte . 


some samples of these performance reports, sanitized as you think 


_ appropriate? 


Mr. Bush. I would be willing to bring some down and discuss them with 
est ἢ 


the Committee off the record, Mr. Chairman. But I am reluctant to do that, 


-and I am even more reluctant to provide the documents themselves or to have 


their contents described to the Committee by anyone who is not intimately 
familiar with - espionage, ΘΟΟΒΕΒΕΊΗΣΕΙ i idence aba covert. action operations 


and with the entire management system used by the Operations Directorate. 


There are a number of reasons for my pr: One serious concern 


" revolves around. the effects on our internal processes of the sort of inquiry 
“you propose. One of the primary reasons that our internal management. system 


: is effective is that particl tion is strict] Limited to. those immediately 


concerned. Given that we are all human beings, there is no escaping the: 
ie ad 


“fact that knowledge that the reports in question are being read, or may at 


some future time be read, by outsiders will lead to their being written — 


' with a view to their possible impact on an extended readership. There will 


be a tendency for the managers in the field to slant their discussions of Ἢ 


"problems and to exaggerate δοσοποὶ ϑηπιθπεβ.. Inevitably, the net effect | 
en EE Er EET ρου 


_ will be" to reduce the usefulness of the system. | 


Another difficulty involves security. To be useful ΓΝ judging per- 
ὃ Spe eee eee este EEE ον 


formance, the reports must be very detailed. Thus they discuss Pecruttmants 


in terms“of numbers, the specific access of agents to information, recruit~ 
. We raat Saxena 


ment techniques, and so forth. By the time all this. sensitive material on 
tina 


. sources and aethods:. is removed, any arias are going to consist primarily 


| Of aisednnected bits and pieces or of ‘Gneniightenine generalizations. 


consider the reports. 


And I have a third problem with this request. The reports. themselves 


are but one part of a very complex and thorough process we use for internal 
A TT TT eT eT TE oP 


management. It takes a detailed familiarity with the process to appreciate 


its effectiveness. ‘Thus, I feel strongly that someone from the. it who 
eens : 


' has that intimate NCES: should be present if and when you want to . 


